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# TN

$ wget https://github.com/goharbor/harbor/releases/download/v2.3.4/harbor-
online-installer-v2.3.4.tgz

# L

$ tar zxvf harbor-online-installer-v2.3.4.tgz

N

harbor

F— common.sh

F— harbor.yml.tmpl
10 }— dinstall.sh
11  }— LICENSE
12 L— prepare

3
4
5
6 $ tree harbor
7
8
9

HTTPS iEHHSR

HEBRZETES, XEERFKEEZR harbor.anxinyun.cn , TEZE harbor FH180H],

{E2X harbor BeEIR
SHIFIAMERIE harbor.yml.tmpl HEMEA harbor.yml, FiziEE ST KEMZEENH.

1 cp harbor.yml.tmpl harbor.yml

ELE hostname [ https IEH:

1 # The IP address or hostname to access admin UI and registry service.
# DO NOT use Tocalhost or 127.0.0.1, because Harbor needs to be accessed by
external clients.

N

3 hostname: harbor.anxinyun.cn # yourdomain.com
4

5 # https related config

6  https:

7 # https port for harbor, default is 443

8 port: 443

9

# The path of cert and key files for nginx
10 # certificate: /your/certificate/path
11 # private_key: /your/private/key/path

12 certificate: /etc/docker/certs.d/harbor.anxinyun.cn/harbor.anxinyun.cn.pem
13 private_key: /etc/docker/certs.d/harbor.anxinyun.cn/harbor.anxinyun.cn.key
— iy 3
MITRE

1 dragon@test-pc:~/julin/harbor$ sudo ./install.sh
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{=1k harbor

1 dragon@test-pc:~/julin/harbor$ sudo docker-compose down

2 [+] Running 10/10

3 # Container registryctl Removed 12.4s
4 # Container harbor-jobservice Removed 12.3s
5 #¥ Container nginx Removed 1.7s

6 # Container harbor-portal Removed 1.5s
7 # container harbor-core Removed 11.6s

8 # Container registry Removed 11.5s

9 # Container redis Removed 3.1s
10 # container harbor-db Removed 3.4s
11 # Container harbor-Tog Removed 11.5s
12 i Network harbor_harbor Removed 0.3s

B&jl harbor

1 dragon@test-pc:~/julin/harbor$ sudo docker-compose up -d
2 [+] Running 10/10

3 i Network harbor_harbor Created 0.2s

4 # Container harbor-Tlog Started 12.4s

5 # Container harbor-portal Started 21.2s
6 # Container redis Started 18.7s

7 i Container harbor-db Started 21.4s

8 # Container registryctl Started 16.3s

9 # Container registry Started 20.0s
10 # Container harbor-core Started 19.7s
11 # Container nginx Started 20.1s
12 # Container harbor-jobservice Started 20.0s

harbor €FEE3 (HTTPS)

harbor E& (HTTPS)

iE=: harbor.yml PMEKFNAEEE, FTi, B3R Harbor RIRIIAEIDIIAR Harbor12345,
ip:port ifia)

{ERSBRIIa] ARG @ https://10.8.30.184:18443/, BRIAFFE/ZRS: admin/Harbor12345



af://n160
af://n162
af://n165
af://n166
af://n168
https://10.8.30.184:18443/

Harbor

admin

Harbor12345

O e

BXEENT:
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# harbor.yml

2 dragon@test-pc:~/julin/harbor$ vi harbor.yml

3  hostname: 10.8.30.184

4 https:

5 port: 443

6 certificate: /etc/docker/certs.d/yourdomain.com/yourdomain.com.cert
7 private_key: /etc/docker/certs.d/yourdomain.com/yourdomain.com.key
8

9 # docker-compose.yml
10 dragon@test-pc:~/julin/harbor$ vi docker-compose.yml
11 ports:
12 - 18080:8080
13 - 18443:8443
14
15  # nginx fRELECHE
16 dragon@test-pc:~/julin/harbor$ sudo vi common/config/nginx/nginx.conf
17 server {
18 Tisten 8080;
19 return 308 https://$host:443%request_uri; # nginx == 8080 il 14

$host:443

20 }

domain ijja)

{ERYSSRIAIE) -G © https://harbor.anxinyun.cn/, BRIABFR/ZRS: admin/Harbor12345
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1 # harbor.yml

2 dragon@test-pc:~/julin/harbor$ vi harbor.yml

3 hostname: yourdomain.com

4 https:

5 port: 443

6 certificate: /etc/docker/certs.d/yourdomain.com/yourdomain.com.cert
7 private_key: /etc/docker/certs.d/yourdomain.com/yourdomain.com.key
8

9 # docker-compose.yml
10 dragon@test-pc:~/julin/harbor$ vi docker-compose.yml
11 ports:
12 - 80:8080
13 - 443:8443
14
15  # nginx fREEFCE
16 dragon@test-pc:~/julin/harbor$ sudo vi common/config/nginx/nginx.conf
17 server {
18 Tisten 8443 ssi;
19 server_tokens off;
20 ssl_certificate /etc/cert/server.crt;
21 ss1_certificate_key /etc/cert/server.key;
22
23 }
24
25 server {
26 Tisten 8080;
27 return 308 https://$host:443%request_uri; # nginx =& 8080 ¥ilE

$host:443

28 }

docker ZiRISIF
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EFEFARR
EcE hosts

E s /etc/hosts HEZE harbor JRSESH ip.

1 anxin@node38:~%$ vi /etc/hosts
2  10.8.30.184 harbor.anxinyun.cn # 10.8.30.184 ¥ harbor H%EHL ip

docker login

1 anxin@node38:~$ docker login -u admin -p Harborl2345 harbor.anxinyun.cn

2 WARNING! Using --password via the CLI 1is insecure. Use --password-stdin.

3 WARNING! Your password will be stored unencrypted in
/home/anxin/.docker/config.json.

4 Configure a credential helper to remove this warning. See

5 https://docs.docker.com/engine/reference/commandline/login/#credentials-store

6

7  Login Succeeded

ISIERIAVERIR
push RIREIFAR
SEAH pull — MR,

1 # WHB

anxin@node38:~$ docker pull busybox

Using default tag: latest

Tlatest: Pulling from library/busybox

3aab638dfla9: Pull complete

Digest:
sha256:52817deced4cfe26f581c834d27a8elbcc82194f914afebd50afad5a101234efl
Status: Downloaded newer image for busybox:latest
docker.io/Tibrary/busybox:latest

(o) BN VL RS- VS I S}

9

10 # &F& image

11 anxin@node38:~$ docker images busybox

12 REPOSITORY TAG IMAGE ID CREATED SIZE

13 busybox Tatest d238341f29bh38 7 days ago 1.24mB

BEX—T tag, WiX—T push,

1 # 4T tag
anxin@node38:~$ docker tag busybox harbor.anxinyun.cn/library/busybox:1

# % image

anxin@node38:~%$ docker push harbor.anxinyun.cn/Tlibrary/busybox:1

The push refers to repository [harbor.anxinyun.cn/library/busybox]
9f2549622fec: Pushed

1: digest:
sha256:d5c6e74e3115b55dce759c1b3a52b1d2db60dc6929681de2f76cdc5d6f4d7412 size:
527
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AILAERAR S FEEIXMRE:

[@ Harbor <l + >
& C & harbor.anxinyun.cn AR < @ £

Harbor i 17 &, admin-

BEEG| EERHEETE
I 756.61KiB of xiem

PAN

HIZAKF

Artifacts

1

o XetE

@ Harbor API V2.0

MFLRR pull =&
ARG, SAEWE—T pull,

# % busybox M4
anxin@node38:~$ docker images

REPOSITORY TAG IMAGE ID CREATED SIZE
busybox latest d23834f29b38 7 days ago 1.24MB
harbor.anxinyun.cn/Tibrary/busybox 1 d23834f29b38 7 days ago
1.24MB

# MERAsth B 5

anxin@node38:~$ docker rmi -f d23834f29b38

Untagged: busybox:latest

Untagged:
busybox@sha256:52817dece4cfe26f581c834d27a8elbcc82194f914afe6d50afad5a101234
efl

Untagged: harbor.anxinyun.cn/library/busybox:1

Deleted:
sha256:d23834f29b3875b6759be00a48013ba523c6a89fchaeaa63607512118a9c4c19
Deleted:
sha256:9f2549622fec760f90ed0383b7ca50e23c12254accf9cb2bc0db705454de852a

# MAHAR pull £i%

anxin@node38:~$ docker pull harbor.anxinyun.cn/Tlibrary/busybox:1

1: pulling from 1library/busybox

3aab638df1a9: Pull complete

Digest:
sha256:d5c6e74e3115b55dce759c1b3a52b1d2db60dc6929681de2f76cdc5d6f4d7412
Status: Downloaded newer image for harbor.anxinyun.cn/Tibrary/busybox:1
harbor.anxinyun.cn/Tibrary/busybox:1

# HREESRBZ
anxin@node38:~$ docker images
REPOSITORY TAG IMAGE ID CREATED SIZE
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26 harbor.anxinyun.cn/library/busybox 1 d23834129b38 7 days ago
1.24MB
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